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Foreword
In recent years the face of education has
changed many times over, and our pupils
are now able to access a curriculum more
rich and diverse than ever before, thanks
in part to the wide range of technologies
we can utilise as learning and teaching
tools.
The
expanding
rate
of
technological development affects every
aspect of society, and the classroom has
been enriched by the wealth of ICT
resources now available to pupils and
educators alike.
Whilst many of us have lived through the
development of this technological
revolution we see evident around us,
enhancing our lives in many ways, it is
clear that our children and young people
only know a world where these
technologies exist, and can little imagine
a time without them. Our young people
rely on the technology that is relatively
new to us, not only utilising it as a
method of learning, but to play,
socialise, network and communicate with
the world at large.
It is an exciting prospect to consider that
our young people will be at the forefront
of technological advances in the future,
pushing the science of technology in
directions we find difficult to envisage
now. It is with this in mind that we come
to consider how we will teach our pupils
to use resources and tools that will
undoubtedly be obsolete in a short space
of time, to be replaced by faster, more
advanced and complex technology.

Whilst we must strive to teach our young
people how to use the tools, it is becoming
increasingly evident that we must also
focus on the safe and responsible use of
technology – skills and awareness that will
last a lifetime, no matter how the
technologies change.
With increasing reports of abuses of
technology, children engaging in risky
behaviour, being subject to harassment or
abuse and cyber bullying, it is clear that
our role must be to promote e-safety
within the ICT and PSE curriculum and
adopting a whole school approach to esafety to protect and educate our children
about potential dangers.
It is with great satisfaction that we note
the greater emphasis being placed on esafety within the new ICT curriculum for
Wales and the increased resources
available to us from government agencies
such as Becta. This resource, developed by
Cardiff Against Bullying and the I.T.
Advisory Service highlights once again how
the city and county of Cardiff is at the
forefront
of
promoting
progressive,
inclusive education for all its children and
young people.

Chris Jones
Chief Schools Officer

The Importance
of E-Safety
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lives. The benefits of such technologies
are numerous and have changed and
shaped the way in which we work, live
and communicate with others. But as
children of an increasingly younger age
begin to use these technologies, there is
a recognised need to educate and raise
awareness with pupils of the risks, as
well
as
the
benefits,
of
new
technologies. Becta, the government
agency promoting the use of information
and communications technology, state
that e-safety education should begin as
soon as technologies are introduced to
children. Increasingly ICT is utilised
throughout the curriculum, and certainly
many children have access to the
internet, games consoles and mobile
phones at home. This presents a worrying
reality – whilst we offer children the
tools and teach them how to use them,
are we also teaching responsibility,
awareness and safety?

Whilst e-safety can be explored generally
throughout the curriculum, whenever ICT is
utilised as a learning and teaching tool,
schools must also develop effective esafety strategies, policies and specific
education, for pupils of all ages. The
implications of unsafe behaviour online or
through the use of new technologies are
substantial, and as such, the role of
coordinating
and
embedding
e-safe
practices across the school should not fall
solely to the ICT Coordinator or Network
Manager, but rather should be adopted as a
whole school approach, involving the whole
school community, including parents and
carers.

TEEN INTERNET USE
• Over half of 12–15 year olds have Instant Messenger (IM) conversations at least once
a day and a third (33%) chat on IM several times a day
• 48% use email at least once a day

What is E-Safety?
E-safety relates to the education of using
new technology responsibly and safely,
focusing on raising awareness of the core
messages of safe content, contact and
commerce when using technology. This
can include accessing websites and
online content, email, online chat rooms,
mobile phones, gaming and games
consoles, social networking sites, instant
messaging (IM) and viruses and spam.
There are a number of key risks to using
new technologies, including:
•
•
•
•
•
•
•
•

Physical danger
Sexual abuse
Bullying
Identity theft
Illegal behaviour
Exposure to inappropriate content
Obsessive use of ICT
Copyright infringements

Safe content relates to keeping
children from accessing or being
exposed to inappropriate content,
including that which is pornographic,
hateful, violent, generally ageinappropriate or illegal. Safe content
also relates to security risks such as
adware, spyware, viruses and spam.
Safe contact relates to the risks
associated with inappropriate contact
through technology such as text
messaging, online chat rooms, instant
messenger (IM) and email. Risks
include the danger of contact by
paedophiles, the ‘grooming’ of
children and young people, contact by
people encouraging inappropriate or
risky behaviour, for example meeting
an online ‘friend’ in the real world,
and
cyber
bullying,
whereby
technology is used to harass and
bully. (See the cyber bullying section
for more information).
Safe Commerce relates to the
financial and commercial implications
of using new technology, for example
children giving out financial details
online of a parent’s credit card. Safe
commerce also relates to registering
with commercial websites safely, junk
email and spam, premium rate
services for mobile phones and
awareness of online advertising and
commercial advertising through other
forms of new technology.

Why is E-Safety
Important?
A study conducted by UK Children Go
Online (UKCGO) from 2003-2005, of the
use of the internet by children and young
people aged 9-19, found that:
•
•
•
•
•
•
•
•

75% had access to the internet at
home
92% had access to the internet at
school
71% had access to the internet via a
computer, with 38% gaining access via
a mobile phone
38% of those surveyed trusted most
information online
28% of parents who use the internet
describe themselves as beginners
compared with only 7% of children
79% of young people use the internet
privately without their parent’s
supervision
57% of 9-19 yr olds have come into
contact with online pornography
accidentally
49% of children say that they have
given out personal information, whilst
only 5% of parents think their child
had given out such information
Whilst many adults would consider
themselves fairly proficient users of the
internet and mobile phones, it is clear
that children and young people now
embrace technology in ways that older
generations do not. The results of the
survey by UKCGO are now three years out
of date, and it is evident that young
people’s usage of technology is only
increasing.

Whilst many of us used the internet to view
information created by large corporations
e.g. Microsoft, Amazon, BBC etc., in what
was known as a ‘web 1.0 environment’,
now users are increasingly favouring ‘web
2.0’ environments; as more people added
their own content to the internet the
environment began to change to become
more interactive and personal. For
example, now most newspaper homepages
are not restricted to simply holding news
articles, they interact with the user
through offering videos, images, quizzes
and user content. Today young people not
only view content, they create it. Not only
do they download content, such as music or
images, but they upload it, adding their
own views, music, images and so forth.
Children and young people are now active
participants in using and utilising new
technology.
This demonstrates the importance of
tackling and addressing e-safety, as young
people’s usage of technology changes and
their skills become more proficient. Whilst
most
schools,
libraries and
public
computers have filtering and monitoring
software to negate any risky and
inappropriate use, most home computers
do not have the same safety features, and
more importantly still, filtering or
monitoring software does not teach
children and young people what may be
inappropriate to upload, how to deal with
unwanted contact, the moral codes of
conduct and rights and responsibilities.
That role, as educators, is ours, in
partnership with parents and carers, and
children themselves.

The Role of
Parents & Carers
Whilst the responsibility of teaching e-safety through the ICT curriculum may now lie with
schools, there is a clear and important role for parents and carers to continue and reinforce
the messages within the home.
With many parents stating their proficiency online and with new technologies as minimal,
often the gap between children and parents can grow, leaving parents unsure about what
their children are doing online and how to tackle it. Schools that wish to adopt a whole
school approach to e-safety must recognise the importance of educating and assisting
parents; a sample letter to parents introducing your e-safety policy is found in Appendix 1.
Whilst schools and council facilities will
have filtering, monitoring and security
software on computers to protect children
from accessing inappropriate content, most
home computers do not offer the same
protection, and increasingly children and
young people access the internet away
from adult supervision – with computers in
bedrooms or wireless internet access via
mobile phones. There are also the moral
and legal implications of children uploading
content
onto
the
web,
sending
inappropriate
messages
or
images,
engaging in cyber bullying and more, that
needs
continual
education
and
reinforcement by parents and carers.

Surveys suggest that there is a widening
gap between the online skills and
proficiency of parents and their children,
leaving many parents unsure of what their
children are doing online and how to
educate about safer and more appropriate
use of technologies.
Schools can support parents and carers in
this task by communicating school rules for
e-safety and raising awareness of e-safety
with parents through the promotion of
policies, and specific presentations and
sessions for parents highlighting the
importance of the issue, promoting ways to
make home technology safer.

Tips to help parents & carers
•
•
•
•
•

Encouraging parents to put computers in family rooms (not in children’s bedrooms) with
the back of the computer against a wall
Installing monitoring and filtering software to block access to inappropriate content
(these types of software can be purchased from any IT store)
Using a family email address, rather than children having their own private email
addresses
Discussing personal safety issues online with their children – e.g. not giving out personal
information
Become more internet-proficient – websites such as www.bbc.co.uk have information to
help adults better understand the technologies

The Role of
Parents & Carers
Parent & Carer Questionnaire
Included in this resource is a questionnaire
for parents and carers (found in Appendix
2) that will allow schools to gain the views
and perceptions of parents about both their
use of the internet and other technologies,
in addition to their perceptions of how
their children use the internet.
Used in conjunction with the pupil
questionnaire (found in appendix xx) the
results will allow schools to ascertain the
differing uses of technologies by children
and their parents and allow parents to
ensure that they know what their children
are doing online. Results of these
questionnaires will also allow schools to
develop e-safety lesson plans and schemes
of work, based on the results gained, as
well as target other work – awareness
raising presentations to parents, for
example.

Supporting Parents Further
CAB can provide presentations and sessions for parents and carers on e-safety and cyber
bullying on request, providing an overview of the topics, tips and pointers for promoting esafety at home and resources for parents to take away. Contact CAB at CAB@cardiff.gov.uk
or on (029) 2061 7632 for more information.
To provide your own presentation to parents or for more information on supporting parents
and carers with e-safety, visit:
www.childnet-int.org/kia

www.kidsmart.org.uk

www.thinkuknow.co.uk

www.ceop.gov.uk

E-Safety for Staff
Whilst education and awareness-raising about e-safety is crucial for pupils, it is also
important that staff have an awareness of e-safety within their own classrooms or areas of
work, including whilst using school equipment. Staff should be aware of the schools’ policies
and practices when using ICT as a teaching tool, researching and planning tool or when
accessing private content in school, e.g. email. Schools need to make clear and appropriate
guidelines for schools staff, for example outlining the appropriate use of school equipment
such as a school mobile phone, digital cameras, computers, and the consequences of staff
accessing inappropriate or unsuitable materials in school or engaging in illegal conduct
through the use of school equipment.
A school E-Safety policy or ICT Acceptable Use policy is crucial to communicate these
messages to staff and ensure staff awareness and understanding of new technology is
consistent. Further guidance on creating or developing E-Safety or Acceptable Use policies is
found in Section 6 of this resource.

The Roles & Responsibilities of Staff
Whilst e-safety is a whole school issue, there are differing roles for staff to assist in the
development of a whole school approach. Class teachers and subject leaders should consider
the implications of e-safety within their subject areas or within each lesson that utilises ICT
as a teaching and learning tool, in addition to placing a specific focus on e-safety within ICT
or PSE as a scheme of work.
Pastoral teams and senior management should consider the implications of responding to the
welfare of pupils when there is an incident of ICT misuse or abuse, and the legislative
framework when considering e-safety. This highlights the importance of a clear and
accessible E-Safety or ICT Acceptable Use policy. It is also the role of senior management or
the Head Teacher to coordinate and keep records of any misuse of ICT or abuses of
technology that are reported to the school, and to inform relevant agencies as appropriate,
such as the police.
The head teacher has the overall responsibility for e-safety and maintaining a safe ICT
environment, and as such should coordinate, develop and promote policies to support staff in
the awareness, development and delivery of e-safety. The head teacher should also act as
the link to the Governing Body in ensuring they are informed and consulted on policy and
curriculum changes and developments.
The head teacher, senior management or a network manager (should a school have one) is
also responsible for maintaining ICT equipment, including its safe and responsible use by
staff, ensuring that appropriate monitoring and filtering equipment is in place on school
computers, and there are procedures to respond to the discovery of inappropriate use or
content found on school equipment.

Creating an
E-Safety Policy
Schools are encouraged to develop an esafety policy to protect pupils and staff,
and to ensure that the safety issues related
to the use of technology are raised and
considered by the whole school community.
The report to the Welsh Assembly
Government of the Schools ICT Strategy
Working Group, ‘Transforming Schools with
ICT’ states that “schools have a clear role
to play in educating for and
promoting the safe and responsible use of
the Internet.”
The purpose of an e-safety policy is to
consider the safe use of the internet and
other technologies within the school
environment. The policy should establish
the school rules and accepted use of
technologies, how the school will protect
pupils from the risks associated with the
use of technology, and the role of the
internet and other technologies in teaching
and learning, including how pupils will be
educated on e-safety specifically.
E-safety policies can encompass or sit
alongside the ICT Acceptable Use policy,
and should compliment and operate in
conjunction with other school policies, such
as the Child Protection policy, Behaviour
policy and Anti-Bullying policy.
An e-safety policy should be regularly
reviewed and updated – at least annually –
to reflect the changes and advancements of
technology.

Guidelines for Creating an
E-Safety Policy
Considering the importance and risks
associated with the use of the internet and
other technologies by both pupils and staff,
schools may wish to provide an e-safety
coordinator to manage the implementation
of the policy and monitor e-safety across
the school. This may be the Head Teacher,
member of the senior leadership team, ICT
coordinator, child protection coordinator or
network manager.
Schools may also wish to appoint a working
party to develop the e-safety policy, and
consult and gain the views of pupils
(depending on their age), and parents and
carers in the creation of the policy. The
policy should be promoted to all staff
across the school, in addition to parents
and carers and should be approved by
school governors.
The following points are guidelines for
creating a school e-safety policy, and
should be considered by each individual
school for suitability and relevance.

Contents of an
E-Safety Policy
Definition of e-safety
The policy should clearly state what esafety is and why it is important for the
school to consider. The definition should
take into account the differing levels of
competence and awareness of staff of
new technologies, and as such the
policy shouldn’t use any acronyms
without clear explanation, e.g. referring
to instant messaging as IM.

Reference to other policies
The e-safety policy should reference
and relate to other policies, including
the child protection policy and antibullying policy. Schools should ensure
that the contents of these policies are
consistent, for example, sanctions for
the misuse of technology are consistent
and appropriate with sanctions for other
poor behaviours.

Purpose of policy
A brief outline of the purpose of the esafety policy – this should include the
education, protection and awarenessraising of staff, as well as pupils.

The role of technologies within the
school
The policy should outline which modes
of technology are used in school and
the accepted uses of the technologies,
for staff and pupils. Consideration
should be given to how the internet
and other tools relate to teaching and
learning, and how this will be managed
by staff. Guidance for staff on the use
of the internet and other technologies
in and outside of the classroom (such
as school mobile phones and digital
cameras) should be outlined in the esafety policy.

How e-safety will be taught
The policy should outline how and why
e-safety will be taught to pupils, giving
consideration
to
the
ageappropriateness of teaching e-safety.
The policy should outline who will
coordinate the schemes of work for
teaching e-safety- this may be the esafety coordinator, should a school
appoint one.

TEEN INTERNET USE
More than a quarter (27%) of teens use
blogging services (online diaries) once a
week or more, with one in 10 visiting
blogs on a daily basis.

Contents of an
E-Safety Policy
Managing
internet
technologies

access

E-safety complaints

and

The policy should give guidance on how
the school will expect to manage the
safety of pupils and staff when using
the internet and other technologies.
Each aspect of technology should be
separately headed, e.g. the internet,
email,
school
website,
social
networking sites, and so on. The policy
should reference the filtering and
monitoring software that is in place,
but should also encourage the reader
to use their judgement when using the
technologies. Rules for the use of
technologies should be outlined in this
section, e.g. Email – Pupils may only
use school-system email accounts.

The policy should outline how
complaints and reports of unsafe or
risky behaviour are dealt with as
guidance for staff – e.g. pupils
inadvertently accessing inappropriate
content online. Links should also be
made
with
child
protection
procedures, should an issue of e-safety
be a child protection concern. Pupils
should be made aware of how to report
incidents of technology misuse and
cyber bullying and to whom. Young
people can also report online abuse,
including cyber bullying, via the Child
Exploitation & Online Protection
service (CEOP) at www.ceop.gov.uk.

Introducing the policy
The policy should outline how it will be
communicated to staff and parents, and
how the relevant contents will be
communicated to pupils.

The misuse of technology
Linking to the behaviour and antibullying policies, the e-safety policy
should reference the sanctions for
pupils who misuse technologies or break
the school rules with regard to esafety. Sanctions should be consistent
with those for other poor behaviours,
for example a pupil using email or
instant messaging to bully should be
disciplined in accordance with the antibullying policy.

Staff roles and responsibilities
The responsibilities of all staff should be
clearly
outlined,
including
the
responsibility of staff not to misuse
technologies.
Schools may wish to
include a staff code of conduct for ICT
to ensure all members are aware of
their professional responsibilities when
using ICT to communicate with and
teach pupils.

Contents of an
E-Safety Policy
Parent and carer responsibilities
Schools should consider how they plan
to inform parents of the contents of
the e-safety policy and whether they
wish to gain parental permission for
pupils to access the internet in school.
Parents should also be made aware of
the school rules for the use of the
internet and other technologies, and
encouraged to communicate these
rules to children for the use of the
internet and other technologies both in
and outside of school. Policies should
also outline the responsibilities of
parents and carers in supporting the
schools’ message on e-safety.

Given the importance of parental
understanding and support of e-safety,
schools may wish to introduce the
concept of e-safety to parents and
carers through a parents evening or
presentation.

Monitoring, evaluation and review
The policy should reference when and
how it will be monitored and by whom,
and provide a date for review.

How E-Safety
relates to
Curriculum 2008
As the onus on schools increases to
provide education to use ICT safely, CAB
and the IT Advisory Service recognise the
importance of the delivery of specific esafety lessons for pupils in key stages one
and two, and have compiled a series of
lesson plans and resources for primary
and secondary schools, linking to the ICT,
PSE and Citizenship curriculum.
The new ICT curriculum for 2008 now
places a focus on teaching ICT safety and
educating pupils of the hazards and risks
of using technology. Appendix 4 contains
an abbreviated abstract of the ICT
curriculum for Key Stage 2.
The e-safety lesson plans and resources
comply with the 2008 Programme of
Study, notably, pupils will be learning to:
•
•
•
•

create and communicate information
share and exchange information
electronically
find information from a variety of
sources for a defined purpose
select suitable information and make
simple judgements about sources of
information

The scheme of work will place a focus on
the health, safety and child protection
guidance within the programme of study,
and will consider:

•
•
•
•
•
•
•

How and why we use new technology
to communicate
Risks and benefits of new technology
Trusting and using online content
Personal safety when using new
technologies
Irresponsible and unsafe behaviour
Cyber bullying
How to use equipment safely

E-safety and the
legal framework
E-safety also relates to the legal use of
the internet and other technologies by
pupils and staff, as a number of aspects of
use and abuse of the internet and other
technologies are now governed by civil
and criminal laws. Pupils and staff should
be made aware of what activities could be
deemed as criminal offences and how and
when to report inappropriate or illegal
acts, content or contact.
The following laws are relevant to the
teaching and promotion of e-safety, but
are not an exhaustive list. The impact and
changing nature of the internet and other
technologies suggests that changes to the
law may occur, and as such professionals
should inform themselves regularly and
use their judgement when approaching esafety.
• Computer Misuse Act 1990
(Including hacking, denial of service
attacks, accessing files or software
without permission).
•

Communications Act 2003 (section
127)
(Sending a message or other matter that
is grossly offensive or of an indecent,
obscene or menacing character, for
example via the internet or mobile
phone)

• Sexual Offences Act 2003
(Including grooming)

• Data Protection Act 1998
(Regarding the handling of
information)

personal

• Malicious Communications Act 1998
(Including harassment, bullying and cyber
stalking)
•

The Obscene Publications Act 1959
and 1964
(Including
illegal
material
on
or
transmitted via the web and electronic
communications)

• The Telecommunications Act 1984
(Including
illegal
material
on
or
transmitted via the web and electronic
communications)
More information and further details on
these Acts and others can be found at
www.opsi.gov.uk/acts

Cyber Bullying
A focus on cyber bullying in
e-safety
Cyber bullying is defined as the use of
technology (particularly mobile phones and
the internet) to deliberately degrade,
harass or hurt. As with traditional forms of
bullying, cyber bullying can be intentional,
repeated, and an imbalance of power can
make it difficult for a victim to defend him
or herself or seek help. Cyber bullying can
occur in 7 main ways:
•
•
•
•
•
•
•

By email
Mobile Phone call
Text message
Instant Messenger (IM), e.g. MSN
Online chat rooms
Social Networking sites, e.g. Bebo,
MySpace, Facebook
Picture / video messages

Perpetrators will use these forms of
technology to bully, for example posting
harmful comments on a person’s social
networking profile. Cyber bullying can take
many different forms, for example:
•
•
•

Threats and intimidation
Threats sent to people by mobile phone,
email, or online, etc.
Harassment or stalking
Repeated, prolonged, unwanted contact
or monitoring of another person.
Vilification / defamation / prejudicebased bullying
These may be general insults or racist,
homophobic or sexist bullying.

•

Ostracising / peer rejection /
exclusion
Set up of a closed group refusing to
acknowledge one user on purpose.
Identity theft, unauthorised access
and impersonation
‘Hacking’ by finding out or guessing a
username and password.
Publicly posting, sending or
forwarding information or images
Disclosing information on a website.
Manipulation
May involve getting people to act or
talk in a provocative way.

•

•
•

TEEN INTERNET USE
In 2006 MSN (MSN.co.uk) produced a
report into cyber bullying, based on a
YouGov study of 518 children and
their parents. The report found that:
In Wales:
•
•
•
•

A quarter (25%) of young people
know someone who’s been cyber
bullied
13% had experienced cyber
bullying themselves
42% had endured cyber bullying
for a week of longer
Nearly two thirds (64%) had been
cyber bullied by more than one
person
SOURCE: MSN Cyber bullying report 06

Cyber Bullying
Cyber bullying can be an extension of faceto-face bullying, whereby a perpetrator
uses the technology as an additional
method to harass or upset their victim;
however, cyber bullying does differ is a
number of significant ways from more
traditional forms of bullying:
•

24/7 contact – traditional forms of
bullying can be limited to the school
yard or class room. The potential of
cyber bullying is that it can constantly
invade a person’s home or personal
space.

•

Impact – there is the potential for cyber
bullying to have a far wider and greater
impact – with a potential worldwide
audience, reached rapidly, and the
possibility that the content will
potentially stay online forever.

•

Perception
of
anonymity
–
technological tools such as the internet
and text messages gives a perception of
anonymity that may encourage a young
person to act in a way they wouldn’t
normally. There is less fear of being
caught which can make the bullying
more vicious and ferocious.

•

Profile of bully/victim – cyber bullying
changes the profile of the traditional
‘bully’ – anonymity can mean any
person of any age, gender and size can
feel able to bully another.

•

Bystander effect – others can
unintentionally contribute to cyber
bullying and enhance the ‘bystander
effect’, for example by forwarding on
a humiliating message or image.

•

Evidence – unlike with many
traditional forms of bullying, cyber
bullying offers inherent reporting
proof in the form of message content,
emails, images and so forth.

The legal implications
Whilst schools have a duty of care to protect
pupils from bullying, there are additional
legalities that impact upon preventing and
responding to cyber bullying. The Education
and Inspections Act 2006 (EIA 2006) states that
Head Teachers had the power ‘to such extent
as is reasonable’ to regulate the conduct of
pupils when they are off site. Many incidents
of cyber bullying take place beyond the school
gates but impact upon pupils’ well-being,
academic ability and behaviour whilst in
school.
Whilst cyber bullying is not a criminal offence,
there are a number of laws which may apply,
in particular for harassment or threatening
behaviour:
•
•
•
•
•

Protection from Harassment Act 1997
Communications Act 2003
Malicious Communications Act 1988
Public Order Act 1986
Obscene Publications Act 1959

As cyber bullying can appear to be an
anonymous act, it is important to inform pupils
of the legal implications and consequences of
such behaviour.

Cyber Bullying
Preventing Cyber Bullying
Cyber bullying relates clearly to e-safety
education, as the importance of equipping
young people with rights, responsibilities and
self-regulation when using technology also
extends to acknowledging the way in which
the technology is used in relation to others.
Educating pupils to understand what cyber
bullying is, its impact, and how to respond to
it should be embedded within the wider esafety curriculum.
Technologies such as mobile phones and the
internet are a huge part of young people’s
lives, and whilst their use may be restricted
in schools it is important to recognise that
many children and young people have free
and often unrestricted use of these
technologies outside of school. Therefore the
need to educate and inform pupils of how to
use technology responsibly is crucial.
There are a number of ways in which to
prevent cyber bullying:
•

•

Policy: the school’s anti-bullying policy
should reference cyber bullying as a
discreet form of bullying, providing a
definition and acknowledging the ways in
which the school will respond. A schools’
ICT Acceptable Use policy and/or E-Safety
policy should also reference cyber
bullying.
Awareness Raising: including through
specific e-safety lessons with pupils,
consideration should be given to
promoting awareness and understanding of
cyber bullying, including equipping pupils

with the understanding to respond
effectively to incidents of cyber
bullying, and recognising positive and
safe uses of technology.
•

Promoting Awareness with Parents:
as cyber bullying will often occur
outside of school it is important that
parents and carers are made aware of
what cyber bullying is, how it can be
prevented in the home and how they
can respond to incidents.
TEEN INTERNET USE
Girls are:
•

•
•

Twice as likely to know
someone or several people who
have been cyber bullied – over a
third (34%) compared to one in
six boys (17%)
More likely than boys to have
been victims of cyber bullying
themselves (18%)
More likely than boys to think
cyber bullying is worse than
physical bullying (14%)
SOURCE: MSN Cyber bullying report 06

Cyber Bullying
Responding to Cyber Bullying
Incidents of cyber bullying should be dealt
with by the school in the same manner as any
other form of bullying, with incidents
recorded, investigated and support offered
for victims, and sanctions for perpetrators
provided in accordance with the schools’
behaviour and anti-bullying policies.
A pupil who has experienced cyber bullying
should be encouraged to not retaliate to
messages or comments made, to take steps to
block bullies from contacts lists (e.g. on their
social networking site or instant messaging
contacts list), to change passwords or their
mobile phone number, and to save any
content as evidence. Pupils should also be
provided with ways in which to report
incidents of cyber bullying, for example
contact numbers for Internet Service
Providers or mobile phone providers, many of
which now employ specific malicious calls
teams. Pupils and their families should also
be advised when an incident may be a police
matter.
Schools should also be aware that staff can
also be victims of cyber bullying, and this
should be reflected within anti-bullying
policies and similar. Staff should be made
aware of what cyber bullying is and how they
can respond to it.
CYBER BULLYING FACTS
•

1 in 20 teens admit to being
involved in bullying someone else
online.
SOURCE: MSN Cyber bullying report 06

Further guidance
There are a number of useful resources
available to support schools in addressing
cyber bullying. Guidance has been
produced by the DCSF entitled, ‘Safe to
Learn: Embedding Anti-Bullying Work in
Schools’ which can be accessed at
www.teachernet.gov.uk/publications
CAB can also provide direct support to
schools and other services on cyber bullying
on request.

Cyber bullying & the lesson
plans
The e-safety scheme of work produced by
CAB and the IT Advisory Service addresses
the issue of cyber bullying for Key Stage 2
and 3 pupils, recognising the incidents of
cyber bullying and misuse of technologies
that have taken place by children as young
as 7 or 8. The aim of the lesson plans and
resources are to offer opportunities for
highlighting the risks as well as benefits of
the technologies, encouraging safer, more
responsible use.
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Appendix 1: Pupil E-Safety Questionnaire

This questionnaire has been adapted from the Think u Know questionnaire which can be found on www.thinkuknow.com

Key Stage 3 & 4 Questionnaire

Age:……………

Male
Female

1.) How often do you use the internet? Choose one

Every day

More than
once a week

Once a
week

Once a
month

Less than
once a month

2.) If you use it every day how many hours do you use it for? Choose one

Less than
1 hour a day

1–2
hours

2–3
hours

3–4
hours

More than
4 hours a day

3.) What do you like doing most online? Choose one

Chat Rooms

Blogs

Music
(e.g. iTunes)

News

Instant Messenger
(MSN, Yahoo)

Gaming

File sharing
(e.g. Limewire)

Internet
TV

Social Networking
(Bebo, Myspace)

Web
Browsing

Shopping

Other (Please specify)
…………………………….

4.) How often do you use….

a.) Chat rooms? Choose one
Every day

More than
once a week

Once a
week

Once a
month

Less than
once a month

Never

Once a
month

Less than
once a month

Never

b.) Instant Messenger? Choose one
Every day

More than
once a week

Once a
week

PTO

c.) Social Networking sites? Choose one
Every day

More than
once a week

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

Once a
week

Once a
month

Less than
once a month

Never

d.) Blogs? Choose one
Every day

More than
once a week

d.) Gaming? Choose one
Every day

More than
once a week

e.) Web Browsing? Choose one
Every day

More than
once a week

f.) Music? Choose one
Every day

More than
once a week

g.) File Sharing? Choose one
Every day

More than
once a week

g.) Shopping? Choose one
Every day

More than
once a week

h.) News? Choose one
Every day

More than
once a week

i.) Internet TV? Choose one
Every day

More than
once a week

5.) Where do you use the internet most? Choose one

Home

School

Café

Library

Your Mobile
Phone

Friends or
Family’s House

Other (Please specify)
…………………......

6.) If you use internet at home what room do you use it in? Choose one

Front Room

Your Bedroom

Dining Room

Other (Please specify)
………………………………..

7.) What is the main way of communicating with your offline friends? Choose one

Voice call
(Mobile)

Video Call
(Mobile)

SMS
(Text)

Email

Instant
Messaging

Voice over IP
(Skype)

Chat
Rooms

Gaming
Sites

8.) How many online contacts do you have that you have not met in the real world? …………….

None

1 - 10

More than 50 but
less than 100

11 - 25

More than 100
but less than 200

26 - 50

More than 200

9.) Have you ever met someone in the real world you have only met online?
Yes

No

10.) a.) If you answered ‘yes’ to Q9 did you take someone with you?
Yes

No

b.) If ‘yes’ who did you take with you (drop down box – friend, parent, adult, other family
member)

11.) How do you meet your ‘Instant Messenger’ online contacts? Choose one

Chat Rooms

Sharing
Contact Lists

Through
friends

Gaming sites

Blogs

Social Networking
(Bebo, Myspace etc.)

Voice over
IP (Skype)

Other (Please specify)
………………………..

12.) Do you use a webcam?

Yes

No

13.) What do you use the webcam for? (drop down box – chatting with friends, to see my
friends, to meet new people)

14.) Have you received lessons on how to use the internet?

Yes

No

15.) Have you received lessons on how to stay safe on the internet?

Yes

No

16.) If ‘yes’ did you find the lessons useful?

Yes

No

Thank you for completing this questionnaire.
Your answers will allow CAB and your child’s school to teach children to use the internet
and other technologies safely and better support parents and carers.
Please return your completed questionnaire to your child’s school.

Cardiff Against Bullying (CAB)

CAB@cardiff.gov.uk

Appendix 2: Parent & Carer E-Safety Questionnaire

Parent / Carer E-Safety Questionnaire
Please complete the following information by ticking the appropriate boxes. Thank you.
Number of children ……………

Boy

Age/s:……………………………..

Girl

1.) Does your child have the following: (please tick as many options as you wish)

Mobile
phone

Home
computer

Laptop

Games
console

MP3 music
player

2.) How does your child access the internet? (please tick as many options as you wish)

In school

Home
computer

Mobile
phone

Through
TV

Through a
games console

3.) If you have a computer at home, where does your child use it?

In their
bedroom

In a family
room

In a home
office

Portable –
e.g. laptop

Other

4.) How often does your child use the internet?

Every day

More than
once a week

Once a
week

Once a
month

Less than
once a month

5.) If your child uses it every day, how many hours do they use it for?

Less than
1 hour a day

1–2
hours

2–3
hours

3–4
hours

More than
4 hours a day

6.) What does your child like doing the most online? (please tick as many options as you wish)

Chat Rooms

Blogs
(online diary)

Music
(e.g. iTunes)

News

Instant Messenger
(MSN, Yahoo)

Gaming

File sharing
(e.g. Limewire)

Internet
TV

Social Networking
(Bebo, Myspace)

Web
Browsing

Shopping

Other (Please specify)
…………………………….

7.) How often do you use the internet?

Every day

More than
once a week

Once a
week

Once a
month

Less than
once a month

8.) What do you like doing the most online? (please tick as many options as you wish)

Chat Rooms

Blogs
(online diary)

Music
(e.g. iTunes)

News

Instant Messenger
(MSN, Yahoo)

Gaming

File sharing
(e.g. Limewire)

Internet
TV

Social Networking
(Bebo, Myspace)

Web
Browsing

Shopping

Email

9.) Does your child use social networking sites like Bebo and Myspace?

Yes

No

Don’t
know

10.) If you have a home computer or laptop, does it have filtering and/or monitoring software?
(e.g.
software that blocks children accessing some websites and content)

Yes

No

Don’t
know

11.) How would you describe your online skills?

No skills
at all

Beginner

Average

Adept

Expert

12.) Has your child ever received an unwanted or upsetting text message or email?

Yes

No

Don’t
know

13.) Has your child ever accessed inappropriate content online, e.g. adult content?

Yes

No

Don’t
know

14.) Has your child ever given out personal information online? (e.g. address, phone number)

Yes

No

Don’t
know

15.) Has your child ever been the victim of cyber bullying (when technology such as text messages,
email or websites are used to bully)?

Yes

No

Don’t
know

16.) How concerned are you about your child’s safety online and when using technology such as
mobile
phones?

Very

A little

Not at all

17.) Would you like more help, support and information about e-safety?

Yes

No

Thank you for completing this questionnaire.
Your answers will allow CAB and your child’s school to teach children to use the internet
and other technologies safely and better support parents and carers.
Please return your completed questionnaire to your child’s school.

Cardiff Against Bullying (CAB)

CAB@cardiff.gov.uk

Appendix 3: Key Stage 3 ICT Curriculum

The full ICT curriculum can be found at www.wales.gov.uk

Appendix 4: Key Stage 2 E-Safety Lesson Plans and Resources

Key Stage 3 Lesson
Plans
Contained within this resource are e-safety
lesson plans and resources for Key Stage 3
pupils.
These lessons explore the key aspects of esafety including how and why we
communicate, methods of communication,
sharing information using new technologies,
trusting online information, keeping
personal information private and cyber
bullying.
The lesson plans contain all resources and
supplementary information needed, and
can be used as a scheme of work in its
entirety, or can be adapted as necessary to
meet the needs of your pupils.
Each plan builds upon the previous lesson,
developing knowledge and understanding in
pupils, but each lesson can be used in
isolation.
The aims of each lesson are:
1.

How and why we communicate

2.

Keeping personal information private

3.

Staying safe online

4.

Trusting content

5.

Chatting safely online

6.

Cyber bullying

There are many additional resources and
lesson plans to supplement and build upon
this scheme of work. A good site for
teacher resources has been developed by
CEOPS (the Child Exploitation and Online
Protection Centre) which can be found at
www.thinkuknow.co.uk
This website also includes downloadable
assemblies, films and questionnaires and
you can also order free resources to be
sent to your school such as pupil leaflets
and posters and parent/carer leaflets in
both English and Welsh.
Whilst the individual lessons can be
delivered in isolation, as a part of Anti
Bullying Week awareness-raising for
example, CAB and the IT Advisory Service
stress the importance of placing an
emphasis on e-safety throughout the
school year and developing or returning to
a scheme of work year on year, in addition
to raising the issue of e-safety in regular
assemblies, through PSHE or circle time
sessions, when anti-bullying is discussed,
during Safer Internet Day in February each
year and whenever ICT is utilised as a
learning and teaching tool.

Schools & Lifelong Learning Service
Cardiff Against Bullying
E-Safety Lesson Plans

Title: E-safety: Communicating Using Interactive Technologies
Duration: 1 hour

Lesson: 1

Key Stage 3

Lesson aim: To explore how we communicate with others using interactive
technologies and identify the risks and benefits.
Learning Objectives:

Resources:

•

•

•
•
•

Explore and identify the benefits of
modern technologies used by young
people
Explore ways young people
communicate with others
Understand the benefits and risks of
various modes of communication
Understand the concept of friends
online

•
•

Activity sheet 1 – Communicating in the
virtual world
Activity sheet 2 – Play it safe with
friends in the virtual world
Information sheet 1 – Friends in the
virtual world

Vocabulary: Communication; risk; benefits;
personal information; private identity
information; ‘Virtual’ world; ‘real’ world

Introduction: 10mins
Introduce the topic of modern Interactive Technologies – what are they and why do we use
them.
Discussion points:
What modern Interactive Technologies do we use? (i.e. mobile phones, computers)
What do we use them for? (i.e. communicating, socialising, shopping)
What are the benefits of using modern Interactive Technologies? (i.e. access information, stay
in touch with friends)
By the end of this section you should have a list for each of the above questions – this will allow
pupils to visualise the reasons they use the Internet, mobile phones etc. They should also be
able to see the benefits of using this technology (this is essential as it is important that we do
not just highlight the dangers of using this technology)
Remember – we are trying to teach young people how to use modern Interactive Technologies
safely and responsibly

Activity 1: How we communicate 20mins
Ask pupils to think about ways they communicate with others – e.g. letter, phone, face-toface, email. List these on the board. When they have completed this list determine which
methods of communication are used in the ‘real’ world and which are used in the ‘virtual’
world.

Discussion Point:
Think about the reasons why we communicate with others
Pupils should be asked to think about what skills they require to communicate with others
in the ‘real’ world.
You may wish to put them into groups to discuss these points

Distribute activity sheet 1 ‘communicating in the virtual world’ for completion.
Discussion Points:
How does communicating in the ‘virtual’ world differ to communicating in the ‘real’
world?
Do we require the same skills to communicate in the ‘virtual’ world as we need to
communicate in the ‘real’ world?
How difficult would it be to misinterpret what is said in the ‘virtual’ world and why do
you think that is?
You are trying to highlight that young people need to be aware of the netiquette for
communicating online to avoid misinterpretation

Activity 2: Risks and benefits

20mins

Pupils should be made aware that there are risks as well as benefits to communicating
online.
Discuss with pupils what it means to be anonymous in the ‘virtual’ world. Explain that a
sense of anonymity (knowing that others do not know who you are or where you live can
have positive and negative aspects.
Ask: What is good about being anonymous in the ‘virtual’ world – e.g. easier to share
personal thoughts or problems, provides opportunity to meet people with similar interests.
Ask: What is bad about being anonymous in the ‘virtual’ world – e.g. people can easily
hide or misrepresent themselves (should refer back to the need to use different skills when
communicating online – as outlined above), revealing private information could lead to a
potentially threatening situation.
Discussion Points:
Do we have friends in the ‘virtual’ world that we do not know in the ‘real’ world?
Is there a difference between your friends online and your friends in the ‘real’ world?

Distribute activity sheet 2 ‘play it safe with friends in the virtual world’. Ask pupils to
complete and share their responses.
Distribute Activity sheet 3 ‘virtual friend or real world friend’. After you have read through
the sheet ask pupils to return to their answers on the previous worksheet and make
changes or additions as required.
Guide pupils to consider the following in their discussion:

Sian and Josie exchanging information: A ‘virtual’ world friend is still a stranger and they
should not give out private identity information without permission of a parent or guardian.
Benefits of meeting: They might make a new ‘real’ world friend and have a good time.
Drawbacks of meeting: They might not like one another. The other person might be very
different than they were led to expect. If they do become ‘real’ world friends, Sian may lose
out on some of the benefits of anonymity. Furthermore, in some situations, meeting a stranger
could be dangerous.
Whether Sian should meet Josie: The safe answer is no, not without asking permission of a
parent or guardian and taking one of them along to the meeting.
When Peter should hear alarm bells: Students should know what information may reveal
their identities. When Peter's ‘virtual’ world friend asks about his school and teams he plays
on, he may be trying to get information that will allow him to find Peter, opening Peter to a
potentially dangerous situation. On the other hand, he might just be a friendly person. You
just don't know.
Ways Peter can stay safe: He could say "I'm not comfortable with telling you this information.
It's not safe." Peter can also block the person from communicating with him; change his
character in the game, and logoff. He should also tell his parents or guardian that someone
wants his private identity information. NOTE: Sometimes such a request is due simply to
ignorance about good manners in cyberspace.
NOTE: we will look more closely at staying safe online and how to deal safely with
strangers online in Lesson 3, and keeping private identity information safe in lesson 2.

Conclusion: 10mins
Ask: What are the differences between communicating in the ‘real’ world and communicating
in the ‘virtual’ world.
Ask: What are the differences between friends in the ‘real’ world and friends in the ‘virtual
world.
Ask: What are two safety rules for dealing with ‘virtual’ world friends – e.g. never give away
private identity information, such as where you live, go to school, and never meet a ‘virtual’
world friend without taking a parent/guardian with you).
Opportunities for Assessment: Most pupils should be able to:
•
•
•
•
•

Identify benefits of communicating in the ‘virtual’ world
Identify differences between communicating in the ‘real’ world and ‘virtual’ world
Understand how communications can be misinterpreted in ‘virtual’ world
Understand potential risks with ‘virtual’ world friends and identify safety rules for dealing
with ‘virtual’ world friends
Contribute to class and group discussions verbalising thoughts and feelings

Activity Sheet 1

Lesson 1

Communicating in the ‘Virtual’ World
Email:
Why do we use email?

When has it been useful?

When has it not bee so useful?

Instant Messenger (IM):
Why do we use IM?

When has it been useful?

When has it not bee so useful?

Social Networking Sites (SNS):
Why do we use SNS?

When has it been useful?

When has it not bee so useful?

Chat Rooms:
Why do we use email?

When has it been useful?

When has it not bee so useful?

Activity Sheet 2

Lesson 1

Play it safe with friends in the virtual world
Sian is a popular pupil at school who has many friends. Her friends know
that Sian has a Heart Condition. However, they don’t really understand
what it feels like to have this medical condition.
Sian has discovered an online chat room for young people with the same
problems she has. Josie joined the chat group around the same time as
Sian. Josie and Sian really get along and they talk a lot about their likes
and dislikes, they also share their feelings about having heart condition.
Josie asked Sian for her address to send her a birthday card and gave her
own address to Sian so she could do the same.
One day, Josie asks Sian to meet.
Was it a good idea to exchange addresses? Why or why not?

Should Jasmine go meet Nicole? What else should she do?

Peter has begun playing an interactive Web game where he can create his
own character. He really enjoys playing the Web game as he can play
against players from all over the country. Whilst playing he sometimes
chats with other players to swap game strategies. He has frequently run
into one particular player, who he recognises by his character. They begin
chatting and one day the player asks him what school he attends and what
sports team he plays on.
At what point should ‘alarm’ bells go off in Peter’s head? Why?

What are some ways Peter might respond to stay safe?

Information Sheet 1

Lesson 1

Friends in the virtual world
You may have friends in the ‘Virtual’
world too, like Peter and Sian. However,
you may never have met this person in
the ‘real’ world, but you can have good
chats with them, sharing thoughts and
feelings about your school, friends and
family. You may also find it easier to
share information with them. Friends in
the ‘virtual’ world may give you advice,
be someone who listens to you, or just
someone to play games with online with
you.

‘Virtual’ Friend or ‘Real’ world
friend
How well can you know someone you
met online? Can you be sure they are
who they say they are? How can you
know if they are really male or
female? Can you be sure of their age?
You will never be sure of these facts
with a friend in the ‘virtual’ world.
These facts are the difference
between a friend in the ‘real’ world
and a friend in the ‘virtual’ world. A
friend you meet online will always be
a stranger.

Remember: Never share private information with a friend you met online. Never
meet a ‘virtual’ friend in the ‘real’ world without asking permission from a parent or
guardian and if they agree always take an adult with you.

Schools & Lifelong Learning Service
Cardiff Against Bullying
E-Safety Lesson Plans

Title: E-safety: Keeping private identity information safe
Duration: 1 hour

Lesson: 2

Key Stage 3

Lesson aim: To empower pupils to protect themselves as they visit sites
requesting private identity information.
Learning Objectives:

Resources:

•

•
•
•

•
•
•

Understanding the importance of using
passwords
Identify what information we put online
Distinguish the difference between
private
identity
information
and
personal information
Understand
that
private
identity
information
should
not
be
communicated online

•

Activity Sheet 1 & 1a – Keep it safe
Dice (1 for each pair of students)

Activity Sheet 2 – Personal and
Private Identity Information
Activity Sheet 3 – Social Networking
Sites

Vocabulary: Passwords; Private identity
information; Social Networking Sites

Introduction: 5mins
Recapitulate on previous lesson: benefits of using modern Interactive Technologies;
Differences between Communicating in the ‘virtual’ world and the ‘real’ world; potential
risks of communicating with ‘virtual’ world friends.
Introduce the topic of keeping our identities private online and point out the importance
of keeping private identity information, such as our address and school, safe.
Discussion points:
Is it important that we keep private information about ourselves safe?
Why is it important that we keep this information about ourselves safe?
This is only meant as a quick discussion to gauge pupil understanding of the topic – you will go
into more detail later in the lesson.

Activity 1: Passwords 20mins
Ask: What do we use passwords for – e.g. email, banking, web sites
Ask: Why do we use passwords? (i.e. to keep information safe)
Using the ‘keep it safe’ activity sheet, ask pupils to complete the task:
.

Cut & hand out ‘keep it safe’ cards to pupils & ask them to write their names on each card –
Give up to four cards to each pupil.
Pupils to form two circles – one inside the other
1 person from the outside circle partners up with 1 person form the inside circle. Both
partners roll dice together. The person with the lowest number has to give their locks to
the winner; the loser may pass on any card in their possession, including those originally
from other players. Every time a lock is acquired by a new player they must write their
name on the back of the card.
After the role of the dice move to a new partner, the outside circle stays still, the inside
circle moves one space. The purpose of the game is to keep your locks.
Following the exercise ask pupils to complete activity sheet 1a (or use as a whole class
discussion)
Discussion Point:
How easy it is to lose control of your password once you have told someone?

Ask: Should passwords be shared with friends, this should lead to a discussion about the
dangers of sharing passwords – try and make a list of the problems that could arise from
sharing your password (i.e. coursework stolen, lost or deleted).
NOTE: you may wish to do a poll of how many pupils have shared their passwords with
their friends.

Activity 2: Private and personal information

15mins

Ask: Have you ever accessed a site that asks you to complete out a form filling in
information about yourself before you can enter the site. List what information they may
request.
Ask: Do pupils use social networking sites and what information do they put on their profile
pages about themselves – e.g. you are looking for private identity information here, such as
phone numbers, email addresses, current school (pupils may give a list of personal
information, such as likes football, music – this is also important because you will be able to
use this to illustrate the difference between the two types of information).
Distribute activity sheet 2 ‘Private and personal information. Allow pupils to complete
examples of private identity and personal information. Discuss, their examples, making sure
pupils understand difference between private identity and personal information.
Discussion Points:
Is information posted online safe?
Can information posted online be removed?
(Links with lesson 5 & 6)

Activity 3: Social Networking Sites

15mins

Ask: What sites do we use when online, e.g. you are looking for a list of possible social
networking sites as well as other sites that young people may use, such as BEBO, You Tube.
Distribute activity sheet 3 ‘keeping social networking site profiles private’. Ask pupils to
identify all the private identity and personal information about the young girl.

Discuss their answers, making sure that pupils have identified all the private identity
information.
NOTE: With this exercise you are trying too highlight how easy it can be to find out
information about a person and how easy in could be to find that person in the ‘real’ world
(this exercise is not meant to scare young people, but to make them more aware).
Good point of exercise: Doesn’t use her real name.
Draw pupils’ attention to the last page of the activity sheet showing them how to set their
profiles to private, so only friends can see their profiles.
TASK: Pupils who may have profile pages on social networking sites should be asked to check
their profiles when they next log on and determine if they are marked as private. If they are
not they should change their settings.
Discussion Points:
What information may our friends post online about us?
Whose responsibility is it to check what our friends put online about us?
This is linked to lesson 5 (you may want to defer this discussion until this lesson)

Conclusion: 5mins
Ask: Why is it important that we do not share our passwords, e.g. keeping our information
private, stop people using our accounts to send abusive, hurtful messages.
Ask: What is the difference between private identity information and personal information.

Opportunities for Assessment: Most pupils should be able to:
•
•
•
•

Identify why we use passwords and understand importance of keeping them private
Understand difference between private identity and personal information
Identify sites that require information about individuals and how we can keep our
information safe
Contribute to class and group discussions verbalising thoughts and feelings

Activity Sheet 1 – keep it safe

* Activity adopted from keep your keys exercise from netsmatz.org

Lesson 2

Activity sheet 1a – keep it safe

Lesson 2

How many of your own locks did you lose?

How many locks do you have from other people?

Do some of the locks you have won have more than one name written on the
back?

List below reasons why we use passwords

List reasons why you should never share your password

Remember: Keeping your password private does not mean that we do
not trust our friends. It is important to keep your password private in
order to protect you online. Once you have shared your password you
can never get it back.

Activity Sheet 2

Lesson 2

Personal and Private Information
The Internet is a great place to find out information, play games, download
music and chat with friends. You can visits sites that allow you to find out
more information about your hobbies and interests. You can post your
opinions online for people around the world to read and respond to.
However, some sites may require you to fill in a form, providing some
information about you, before you can access the site.

Private Identity Information
Ask yourself “am I being asked to
give out information that reveals
who I am, where I live or where I go
to school?” This information is what
we call private identity information.
When giving out information online
consider if you would give that
information to a stranger you meet
on the street.
Remember: when you
communicate online you don’t
know who you are talking too.
To protect yourself, your family and
friends do not give out private
identity information.

What is Private Identity Information?
•
•
•
•

Full (first and last) Name
Address
Email address
Mother’s maiden name

Try and list some more examples of
Private Identity Information:
•
•
•
•
•
•
•

Personal Information:
You can share information about yourself with people you meet online if that information
cannot be used to identify you. This is called personal information.
Examples of personal information:
•
•
•
•

Age
Gender (male or female)
Favourite food
Pets

Can you list some more examples of
Personal Information

•
•
•
•
•
•

Activity Sheet 3

Lesson 2

1. Identify all the Private Identity Information
2. Identify all the Personal Information

Social Networking Sites

3. Identify one feature where Private Identity Information is
kept safe

Schools & Lifelong Learning Service
Cardiff Against Bullying
E-Safety Lesson Plans

Title: E-safety: Recognising risks & staying safe online
Duration: 1 hour

Lesson: 3

Key Stage 3

Lesson aim: To raise awareness of the potential risks on the Internet and
discuss ways they can handle them safely and responsibly.
Learning Objectives:

Resources:

•
•

•

•
•

Discuss benefits of using the Internet.
Explore methods of keeping safe in the
‘real’ world and ‘virtual’ world.
Explore rules for safe chatting and
messaging.
Raise understanding that people in
cyberspace are not always who they say
they are

•
•

Activity Sheet 1 – If it’s on the Internet
its real
Activity Sheet 2 & 2b – Chatting safely
with strangers
Information Sheet 1

Vocabulary: benefits; risks; ‘safety alarm’;
safety

Introduction: 10mins
Recap on previous session on keeping our identities private online, asking pupils why it is
important to keep private identity information safe online.
Introduce the topic of staying safe online – you may want to conduct a poll and ask pupils
if they think that they are safe when they are online.

Discussion points:
Ask pupils to list the benefits of using the Internet – e.g. socialising, doing homework, buying
products
Discuss staying safe in the ‘real’ world and ask pupils how they would deal with the
following situations:
• If you wanted to cross a road?
• If you didn’t want to be robbed?
• If you didn’t want someone bothering you on your mobile?
• If you didn’t want the world to know your phone number, bank details or address?
(Briefly discuss the above as this will be looked at again later in the lesson)
Are there differences to staying safe in the ‘real’ world and staying safe in the ‘virtual’
world?
Is everything we see on the Internet true? – This discussion will lead on to the next activity

Activity 1: Is everything we see on the Internet real? 30mins
Distribute activity sheet 1 ‘If it’s on the Internet its real’. This activity will require access
to the Internet for this activity.
In groups pupils will have to determine if the site is real or not and give reasons for their
decisions. Discuss their answers, making sure you emphasise the point that not everything
on the Internet is real and pupils should be aware of this and know how to evaluate sites
when conducting research.
Activity 2: Chatting safely to strangers

15mins

Refer back to discussion point in the introduction section of this lesson (staying safe in the
‘real’ world)
Ask: How do we respond to strangers who phone, knock the door, or approach you on the
street? Pupils should describe and list rules for protecting themselves from people whose
intentions, good or bad are unknown to them. Rules should include being polite, but not
giving away any private identity information and walking away from strangers who make
them feel uncomfortable.
Point out to pupils that the rules we use to stay safe from strangers in the ‘real’ world are
similar to the rules for dealing with strangers in the ‘virtual’ world.
Distribute activity sheet 2 and 2b; ask pupils to complete the pages – feedback responses
to the rest of the class. This can be completed individually or in groups.
Distribute information sheet 1 ‘do’s and don’ts online’.
Pupils should revisit Activity Sheets 2 and 2b and discuss how their answers might be
improved. Guide pupils to consider the following in their discussion.
Should Katie be nervous? Cybering is risky behaviour because it takes place in private,
unmonitored chat rooms. Flirting with strangers is also risky since Katie cannot know who
she is really talking to and what his or her intentions may be. Reiterate that pupils should
listen for that "safety alarm" bell indicating they are in an uncomfortable situation.
Questions about teachers' names: Katie should give only the first initial of her teacher's
name. Revealing more could help a stranger identify and locate her.
Katie's assumptions about Eminemrules39: She might have assumed he was her age
because he liked the same music as she does. Point out how easy it is to forget that the
person online is a stranger, especially after you have chatted for a while.
Safety advice for Katie: pupils should show their understanding of the rules on
Information Sheet 3
Why Josh hesitates: He should know that his street address is private identity information
and can be used to find him. For this reason, he should ask his parents' permission.
Discussion Point:
Ask pupils to provide examples of positive experiences they have had online, including
staying in touch with family and friends and sharing personal interest.
Reiterate lesson 2 by asking pupils to list the kinds of facts about them that are private
identity information – e.g. full names, address, phone numbers, and school currently
attending)

Extension Exercise:
Ask pupils to make up a scenario in which they would apply safety rules for dealing with
strangers in the ‘virtual’ world.

Conclusion: 5mins
Ask: What are some positive reasons to chat and send messages in cyberspace? (E.g.
socialise, make friends, and find out information)
Ask: Why should you remember that people in cyberspace are not always who they seem
to be? (Try to illicit a response about staying alert and protecting private identity
information from people who are strangers)
Ask: What are the rules for safe chatting and messaging? (E.g. keeping private identity
information safe, never meet friends from the ‘virtual’ world without parent/guardians
permission, always take an adult with you to meet friends from the ‘virtual’ world)
Opportunities for Assessment: Most pupils should be able to:
•
•
•
•
•

Show understanding that not everything we see on the Internet is real
Identify ways to evaluate websites
Identify how to chat online safely
Identify dos and don’ts when chatting to ‘virtual’ world friends
Contribute to class and group discussions verbalising thoughts and feelings

Activity 1

Lesson 3
If it’s on the Internet its real

This activity involves visiting different websites. Visit two of the websites
listed below and answer the questions highlighted in the box. When you
have completed the questions decide, as a group, if the website is
trustworthy. Code your answer Red (STOP), Amber (THINK) or Green (GO)
depending on how trustworthy you think the site is.
www.worldbank.org
www.whirledbank.org
www.malepregnancy.com
www.cnn.com
www.clonaid.com
You will need to answer the following questions:
What is the site about?
Do you think it is a reliable and accurate site?
What do you think of the website?
To help you answer these questions think about:
Who
Is anyone reading the information likely to be
upset by it?
Is it written from only one point of view?
Is the site written for children or adults?
Who is the intended audience?
Are you able to contact the author or
organisation?
Is the author named?
Who wrote the information?

How?
How did you find the web page?
Were you given the address by a source you trust?
Did you find it through a search engine?
Did you come across it by accident?

Why?
Why was the web created?
Is the site there to make money?
Is it there just to share information freely?
Does the site make its money through advertising
banners or links?
Is it quicker than looking at a book?
Is the information telling you something you don’t
already know?

Where?
Where is the website?
In which country was the web site created?
Is it a company, an organisation or someone’s home
page?
What?
What information are you getting?
Are there important details that seem to be missing?
Do other websites or sources back up the information?
Are there links to other trusted web sites?

When?
When was the information produced?
Do the links on the page work?
Is there a date given?

Choose one of the following topics to research. Find three websites relating to the topic
and evaluate them using the questions above.
Bullying

Smoking

Climate Change

Child Poverty

Activity Sheet 2

Lesson 3
Chatting safely with strangers

Katie is 13 years old and enjoys going into chat rooms and talking about her
favourite music. She meets someone with the screen name “Eminemrules39”
who seems to enjoy similar music.
They chat for some time about the artists they like and dislike. Soon they begin
to chat about other topics and the conversation leads to innocent flirting.
Eminemrules39 says, “You must be well cool”
“Why do you say that,” replies Katie
“You enjoy cool music. What do you look like, bet your pretty?” Eminemrules39
responds
Katie answers, “kinda, you sound well fit”
A little while later Eminemrules39 asks “Do you have an email address, maybe we
can chat?”
Should Katie be nervous about this request? Why or why not?

How should Katie respond to this request?

Activity Sheet 2b

Lesson 3

After a while Eminemrules39 says “I got to go. I’ve got to go to work.”
Katie is shocked. She feels scared and guilty.
Why did Katie assume Eminemrules39 was a boy of her own age?

Katie is still shaken up a few days later. She is worried that she may have
given too much information to Eminemrules39. What advice would you give
her?

Josh is 14 years old and is part of a rock band. He enjoys going into a chat
room for young people in bands and talking about his band. He is also
interested in new music and is keen to buy or swap music from new bands.
He meets another person of a similar age who has similar interests. They
chat and the other person offers to send some CDs of new artists, and says
“I’ll post you the CDs, what’s your address?”
Josh really wants the CDs, but he hesitates.
What should Josh do?

Information Sheet 1

Lesson 3
Dos and Don’ts online

Chatting online can be fun and it’s a great way to keep in touch with family
and friends. However, we must stay alert when talking to strangers online.
People may NOT be who they say they say they are. If you feel
uncomfortable when talking to someone online it might be that something is
not quite right.
Josh felt that something was wrong because he hesitates when asked for his
address. Josh wouldn’t go up to a stranger in the street and give out his
address. Nor should he give out his address to a stranger online without
asking his parents/guardians first.
Katie felt uncomfortable talking to Eminemrules39. Giving out her email
address and having a private chat with this person is unsafe. People online
may NOT be who you think they are.

Dos and Don’ts
√

Do stick to monitored
chat rooms

√

Instant Messaging is like
private chat, do use it only
with friends and family

√

Do respond to the question
“are you alone?” with “no” –
Even if you are alone

√

Do tell a parent/guardian,
or an adult you trust if
someone bothers you. Let
them know if the person
may have your private
identity information.

x

Don’t use screen names that
tell your name, age, or
whether you’re a boy or girl.

x

Don’t go into private,
unmonitored chat rooms

x

Don’t give out private
information.

x

Don’t flirt with strangers

x

Don’t answer questions that
make you feel
uncomfortable.

Remember: Never plan to meet face-to-face with
someone you met online without taking a responsible
adult.

Schools & Lifelong Learning Service
Cardiff Against Bullying
E-Safety Lesson Plans

Title: E-safety: Cyber bullying
Duration: 1 hour

Lesson: 4

Key Stage 3

Lesson aim: To raise awareness of bullying online and the affect it has on
individuals.
Learning Objectives:

Resources:

•

Case Study

•
•
•

Examine appropriate behaviour whilst
online
Defining cyber bullying
Understand how cyber bullying differs
from other forms of bullying
Identify strategies for responsibly
dealing with online bullies

Vocabulary: cyber bullying; appropriate;
inappropriate; behaviour; safety; hurtful;
embarrassed; humiliate; scared; afraid

Introduction: 10mins
Recapitulate previous lesson:
• keeping private identity safe;
• Chatting Safely online;
• keeping passwords safe
•
Introduce the topic of cyber bullying, asking pupils if they think this kind of behaviour is a
concern for all young people who have access to the Internet.
Discussion points:
Reiterate and list the positive aspects of using the Internet (finding information quickly,
meeting people with similar interests, communicating with people around the world)
Explain to pupils that to really enjoy the power of the Internet, it is important that pupils are
able to learn how to responsibly handle any situation that they may encounter.
Ask pupils what they would consider to be inappropriate behaviour when using the Internet or
mobile phones (sending nasty messages, posting inappropriate images) Display List

Activity 1: Understanding Cyber bullying 30mins
Ask: What is cyber bullying? You should obtain a definition that you the whole class can
understand. You may want to display this definition in the classroom.

Explain to pupils that, just as in the ‘real’ world, good experiences in ‘virtual’ world are
much more common than bad ones. However, as in the ‘real’ world, bullying does occur in
the ‘virtual’ world.
Ask: In what ways can individuals bully others, using modern interactive technologies –
e.g. text messaging, picture/video clips, phone calls, chat-room, instant messaging,
websites and email. (This should be listed and displayed)
Ask: How is cyber bullying different from other forms of bullying – e.g. 24/7, material can
be widely disseminated, perceived anonymity can mean that a person will be more hurtful.
Distribute activity sheet 1 ‘Broken friendships’, pupils to complete sheet and share
responses with class
Discussion Point:
What impact does cyber bullying have upon victims?
E.g. lose of confidence, embarrassed, upset, and afraid.

Activity 2: Responding to cyber bullying 10mins

In groups ask pupils to consider the scenario in the case study, or think of their own
scenario, and ask them how they should respond to such a situation (i.e. tell someone,
block the person sending messages, change passwords, save messages)
From pupils responses you should have a list of top tips to help individuals respond
responsibly and safely to cyber bullying. This should be displayed permanently in class.
Extension Exercise:
Ask pupils to return to their groups and make up scenarios of cyber bullying to which they
can apply the listed actions and the reason they would use certain actions over others.
Ask pupils to share their scenarios and the action they would take with the whole class.

Conclusion

10mins

Ask: What are the benefits of using modern Interactive Technologies?
Ask: How do you know when you are uncomfortable in the ‘virtual’ world – e.g.
embarrassed, upset and afraid
Ask: What behaviour do you consider to be inappropriate online?
Ask: What are some rules for dealing with cyber bullying?
Opportunities for Assessment: Most pupils should be able to:
•
•
•
•

Identify appropriate and inappropriate behaviour whilst online
Define cyber bullying
Understand impact cyber bullying has upon individuals
Contribute to class and group discussions verbalising thoughts and feelings

Cyber bullying Workshop
Case Study

Amy and her best friend Jess would share everything, even their passwords to their
computers and email accounts.
One day Amy opened her email account to find a number of emails from someone
she didn’t know, the subject read ‘you look great’. She opened one of the emails
which she discovered was from a boy two years older than her at school. She read
through the email which contained details of things that she found embarrassing and
unable to repeat.
A group of girls at school had convinced Jess to give them Amy’s password. Jess
thought that if she gave it to them it would make them like her. Jess may have been
scared of the girls as they did mean things to everyone. These girls logged onto
Amy’s account and sent emails to all the older boys at school. They had attached a
photo of another woman with Amy’s head imposed onto the body saying things that
Amy would never have said herself. As it came from Amy’s account everyone
believed that she had sent the email.
Boys would give Amy strange looks at school and other pupils would talk about her
and point and laugh at her when they thought she wasn’t looking. She didn’t have
any friends she could talk to and had even stopped talking to Jess.
Amy thought she could trust her best friend with her password, now she knows
differently. Amy would like to move away and start over; she wishes she could just
disappear.

Discussion Points:
How do you think Amy is feeling?
How do you think Jess is feeling?
What should Amy do?
What should happen next?

Schools & Lifelong Learning Service
Cardiff Against Bullying
E-Safety Lesson Plans

Title: E-safety: Respecting other peoples’ Right’s online
Duration: 1 hour

Lesson: 5

Key Stage 3

Lesson aim: To enhance understanding that individuals cannot take something back
once they have posted it online
Learning Objectives:

Resources:

•
•

•

•
•

Explore and identify individuals rights
Identify how we respect individuals in
the ‘real’ world and ‘virtual’ world
Understand that once something is
posted online we can lose control of it
Enhance understanding that we are
responsible for what we post online

•

Teachers Notes 1 – Scenario A ‘You
can’t take it back
Activity Sheet 1 – ‘You can’t take it
back’

Vocabulary: Respect; rights; laws; control;
safety

Introduction: 10mins
Recapitulate on previous session; cyber bullying, asking pupils if they remember what is
cyber bullying, how it is different from other forms of bullying and what should pupils do if
they experience this type of bullying.
Introduce the topic of respecting other people’s rights online.
Discussion points:
How do we expect to be treated by other people? (Our rights)
How do we respect other people in the ‘real’ world? (This should illicit responses such as being
polite, not causing harm through humiliation etc)
Have you ever been ridiculed by another person and how did you feel?

Activity 1: Are we respectful online? 35mins
Ask: What do we use the Internet for? E.g. socialising, downloading and uploading.

Discussion Point:
How do we respect other people in the ‘Virtual’ world?
How could photos/videos/messages posted online be used to violate other people’s rights?

Ask: Are the photos, messages, videos we post online private? This should illicit the
response that friends can view them.
Ask: Do we have control of the photos/videos/messages we post online?
Read out Scenario A (This can be found in teachers’ notes 1)
Distribute activity sheet 1 ‘you can’t take it back’ ask pupils to work in pairs to complete
the sheet and report back to the class.
Ask: What should individuals do if they find that they have been targeted and humiliated
online?

Activity 3: Are we responsible?

10mins

ASK: If we post hurtful or humiliating photos, messages or videos online are we free from
repercussions?
From the above question you are trying to establish pupils’ attitudes to posting hurtful
things online. Are they aware that there are laws against such acts? Do they feel
responsible for the things they post/forward/view online? (Refer to e-safety guidance for
an outline of the laws)
ASK: Who is responsible for hurtful images or information posted online? Those who posted
the information? Those who view the information and forward it on?
The above question should be used to gain understanding that we all have a responsibility
for the information that is posted online – refer to campaign ‘if you laugh at it you are part
of it’, go to www.direct.gov.uk/cyberbullying
Often young people are unaware that their actions will result in criminal action. Using the
teachers notes highlight some of the criminal laws that protect individuals from such acts
as posting humiliating and hurtful information online.
Discussion Points:
Refer back to lesson two keeping private identity information safe – remind pupils what steps
they should take to keep information safe online

Extension Exercise:
Ask pupils to design a poster outlining top tips for staying safe online – this can be
displayed across the school.
Conclusion:

5mins

ASK: Are there any differences between respecting people in the ‘real’ world and
respecting people in the ‘virtual’ world?
ASK: What advice would you give someone who has had hurtful or humiliating
messages/photos posted online about them?
Pupils should make a permanent record of the advice/top tips they would give to someone
whose rights have been violated online. This can be on display within the class or placed
within their school planners.

Opportunities for Assessment: Most pupils should be able to:

•
•
•
•

Show understanding that we are all responsible for what we post online
Identify safety tips for responding to hurtful or humiliating messages/photos
posted online
Show understanding of the law against posting malicious messages online
Contribute to class and group discussions verbalising thoughts and feelings

Teachers’ Notes 1

Lesson 5
Scenario A

Hywel was chatting to some school friends online when they asked him to
visit a website they had set up and leave comments. His friends had set up
a polling site to rate and comment on girls within their school.
Hywel, thinking that his comments would only be seen by his friends, left
remarks about the girls listed on the site.
A few weeks later girls at the school discovered the site and informed their
teachers and parents.
The boys who had left comments on the site were identified and were
instructed to meet with the head teacher and their parents.

Once you have read out the scenario ask pupils to work in groups to
complete the attached worksheet

Activity Sheet 1
Lesson 5

Worksheet
1. What do you think happened to the girls after this information was
posted online?

2. How do you think the girls felt?

3. How would this incident affect the whole school if this situation
happened with some of the pupils?

4. What should the boy have done when his friends asked him to rate
the website? (Try to think of responses that could make his friends
also reconsider their actions).

5. Would you ever put information on a website that you intend only
you and your friends to see? What could be the dangers of doing
this?

6. Think of five top tips to pass onto other pupils to encourage them to
think before they act online?

7. How could you communicate these top tips to other pupils within the
school?

Schools & Lifelong Learning Service
Cardiff Against Bullying
E-Safety Lesson Plans

Title: E-safety: Behaving Responsibly Online
Duration: 1 hour

Lesson: 6

Key Stage 3

Lesson aim: To enhance understanding of irresponsible behaviour whilst online and
identify strategies to respond to inappropriate behaviours
Learning Objectives:

Resources:

•
•

•
•
•

•

Identify inappropriate behaviour online
Explore ways to respond to
inappropriate behaviour
Identify ways to report inappropriate
behaviour and finding information and
advice

Four scenarios
Activity Sheet 1 – ‘Terminology’
Teachers notes 1 – ‘Terminology’

Vocabulary: inappropriate; responsible;
respect

Introduction: 5mins
Recapitulate on previous session, respecting other peoples’ rights online.
Discuss with pupils some characteristics of inappropriate conduct using Interactive
Technology
ASK: What sorts of things can happen and how can it be dealt with
You may want to make a list of scenarios as it will assist pupils with Activity 1.
Discussion points:
You may want a young person to share their experiences and discuss how they felt, how they
dealt with the situation, was it the best solution?

Activity 1: Scenarios 35mins
Split pupils into groups and give each group a different scenario. Pupils will need to read
through the scenarios and complete the tasks – this should take 25mins.
Feed back will be given to whole class.
List answers and ask class to provide any additional advice.

Activity 2: Terminology 10mins
Distribute activity sheet ‘terminology’ and ask pupils to match up terminology with the
definition; talk through each term using teacher’s notes.
This activity is meant to illustrate that not everything is what it seems on the Internet and
young people should be aware that they may not always be accessing legitimate
information (link with lesson 3).
Refer back to lesson 5 ‘respecting other peoples’ rights online’ and reiterate criminal laws
protecting individuals from such acts as postings humiliating and hurtful information
online.
Discussion Point:
Are pupils aware of any other acts/terminology of inappropriate behaviour online; list any
responses

Conclusion: 10mins
Ask: Do we spend too much time using Interactive Technologies? Do we spend enough
time socialising in the real world or do we socialise using social technology only?
This is meant to generate a discussion among pupils and to get them to recognise that
there should be a balance between the time we spend on the Internet and the time we
spend socialising in the ‘real’ world.
Ask: Should we report inappropriate communications over the Internet? Who do we report
too?
You should provide a useful list for pupils so they know where they can report such
behaviour. Please refer to teacher’s notes for list of service providers and reporting
avenues.
End session highlighting positive benefits of using the Internet, providing visual list for
pupils
Opportunities for Assessment: Most pupils should be able to:
•
•
•

Demonstrate what classifies as inappropriate behaviour online
Identify safety tips for responding to inappropriate behaviour online
Contribute to class and group discussions verbalising thoughts and feelings

Activity 1

Lesson 6
Scenarios

Scenario 1
The False Profile
Some pupils create a false profile page of their head teacher. On it, they
post a number of false photos and invite others to post rude and insulting
comments. They also make a number of false allegations on the profile and
send out rude and insulting messages to other teachers from the school,
posing as the head teacher. Teachers from the school see the insulting
remarks.

Your Task:
Is to outline what happens after the pupils who created the profile page
have been discovered.
Think about:
•
•
•
•
•
•

What sorts of remarks might have been posted on the profile page? How
do you think the head teacher feels about these remarks?
What sorts of comments may have been said about other teachers? How
do you think they feel?
Why did other pupils add comments on the profile page?
When the profile page was created what were the pupils thinking? What
did they intend to achieve? What did they think they would post online?
What do you think should happen to the pupils who created the profile
page?
Do you think that this kind of behaviour is acceptable?

You have 25 minutes to complete this task then you will be expected to
report back to your classmates.

Scenario 2
The Bashing Websites
A group of pupils set up a bashing website where other young people from
their school can vote for the ugliest and fattest boy and girl. It is not long
before pupils across the school are aware of the website and begin posting
rude and insulting comments about a number of their fellow pupils. The
group of pupils who set up the website quickly realise that the comments
are becoming too nasty and try to remove it. However, the website is
discovered by a teacher before they get chance to take the website down.
Your Task:
Is to outline what happens after the pupils who created the profile page
have been discovered.
Think about:
•
•
•
•
•

What sorts of remarks might have been posted on the website? How do
you think the pupils feel about these remarks?
Why did other pupils add comments on the website?
When the website was created what were the pupils thinking? What did
they intend to achieve? What did they think would be posted online?
What do you think should happen to the pupils who created the website?
Do you think that this kind of behaviour is acceptable?

You have 25 minutes to complete this task then you will be expected to
report back to your classmates.

Scenario 3
The stolen password
Jodie gave her best friend her password so she could catch up on some class
work. Two other pupils discovered that Jodie’s best friend had her
password and convinced her to give it to them. They went into Jodie’s
account and sent rude and insulting messages to pupils in their class. These
pupils turned against Jodie and began spreading rumours about her, because
they believed she sent the messages. Jodie couldn’t understand why pupils
in her class have turned against her. Jodie discovered that messages had
been sent from her account and told her class teacher.
Your Task:
Is to outline what happens after the pupils who created the profile page
have been discovered.
Think about:
•
•
•
•
•

What sorts of remarks might have been sent to other pupils from Jodie’s
account?
How do you think the Jodie feels about the rumours being spread by
other pupils?
How do you think the pupils felt after receiving messages from Jodie’s
account?
How do you think Jodie’s best friend feels?
Why do you think the pupils took Jodie’s password and sent out nasty
messages?

Assume that the pupils who sent the messages from Jodie’s account have
been identified.
•
•

What do you think should happen to the pupils who created the website?
Do you think that this kind of behaviour is acceptable?

You have 25 minutes to complete this task then you will be expected to
report back to your classmates.

Scenario 4
The anonymous messages
A girl in Year 8 has been receiving nasty, threatening text messages on her
mobile phone. The messages are from a number she does not recognise and
she is worried that the person sending them may carry out the threats. She
doesn’t tell anyone about the messages and thinks she can deal with the
messages by replying and asking the person to stop.
Your Task:
Is to outline what happens after the pupils who created the profile page
have been discovered.
Think about:
•
•
•
•

What sorts of messages might have been sent? Why did the pupil send
the messages? Why do they think they will not be caught?
How do you think the girl feels after receiving the messages? What
should she do? Who can help her?
What will happen if she replies to the messages?
How can she find out who is sending the messages? (contact service
provider)

Assume that the pupils who sent the messages from have been identified.
•
•

What do you think should happen to the pupils who?
Do you think that this kind of behaviour is acceptable?

You have 25 minutes to complete this task then you will be expected to
report back to your classmates.

Activity Sheet 2

Lesson 6
Terminology

Phishing

Flaming

Netiquette

Pharming

Spam

Spoofing

Tricking or deceiving computer
systems or other computer users

Redirects users to false websites
without them even knowing it

Junk emails or irrelevant postings
to a newsgroup or bulletin board

Attempts to steal personal
information by sending out emails
that appear to come from
legitimate websites, such as banks

Posting or sending offensive
messages over the Internet

Involves respecting other’s privacy
and not doing anything online that
will annoy or frustrate other
people

Teachers Notes 1

Lesson 6
Terminology

Additional information is provided below relating to the terminology
exercise in this lesson

Spam: Refers to junk e-mail or irrelevant postings to a newsgroup or bulletin
board.
The unsolicited e-mail messages you receive about refinancing your home,
reversing aging, and losing those extra pounds are all considered to be spam.
Spamming other people is definitely not cool and is one of the most notorious
violations of Internet etiquette (or "netiquette").

Spoofing: Refers to tricking or deceiving computer systems or other computer
users.
This is typically done by hiding one's identity or faking the identity of another user
on the Internet. Spoofing can take place on the Internet in several different ways.
One common method is through e-mail. E-mail spoofing involves sending messages
from a bogus e-mail address or faking the e-mail address of another user.
Fortunately, most e-mail servers have security features that prevent unauthorized
users from sending messages.
Spoofing can be done by simply faking an identity, such as an online username. For
example, when posting on a Web discussion board, a user may pretend he is the
representative for a certain company, when he actually has no association with the
organization. In online chat rooms, users may fake their age, gender, and location.
While the Internet is a great place to communicate with others, it can also be an
easy place to fake an identity. Therefore, always make sure you know who you are
communicating with before giving out private information.

Flaming: The act of posting or sending offensive messages over the Internet.
These messages, called "flames," may be posted within online discussion forums or
newsgroups, or sent via e-mail or instant messaging programs. The most common
area where flaming takes place is online discussion forums, which are also called
bulletin boards.
Flaming is unfortunately one of the most common breaches of online netiquette.
Instead of being considerate of others' viewpoints, "flamers" force their own
agendas on other users. While some flaming is intentional, some is not. This is
because users may misunderstand the intent of another user's message or forum
posting. For example, someone may make a sarcastic comment that is not
understood as sarcastic by another user, who may take offense to the message.
Using emoticons and clearly explaining one's intent can help avoid online
misunderstandings. Because of the adverse effects of flaming, it is best to err on
the side of humility and be courteous when posting or sending messages online.

Netiquette: or net etiquette, refers to etiquette on the Internet.
Good netiquette involves respecting others' privacy and not doing anything online
that will annoy or frustrate other people. Three areas where good netiquette is
highly stressed are e-mail, online chat, and newsgroups.

Pharming: another way hackers attempt to manipulate users on the Internet.
While phishing attempts to capture personal information by getting users to visit a
fake website, Pharming redirects users to false websites without them even
knowing it. While pharming is not as common as phishing scams are, it can affect
many more people at once. So, if you visit a certain website and it appears to be
significantly different than what you expected, you may be the victim of pharming.

Phishing: attempts to steal your personal information.
They send out e-mails that appear to come from legitimate websites such as eBay,
PayPal, or other banking institutions. The e-mails state that your information needs
to be updated or validated and ask that you enter your username and password,
after clicking a link included in the e-mail. Some e-mails will ask that you enter
even more information, such as your full name, address, phone number, social
security number, and credit card number. However, even if you visit the false
website and just enter your username and password, the phisher may be able to
gain access to more information by just logging in to you account.
Phishing is a con game that scammers use to collect personal information from
unsuspecting users. The false e-mails often look surprisingly legitimate, and even
the Web pages where you are asked to enter your information may look real.
Most legitimate e-mails will address you by your full name at the beginning of the
message. If there is any doubt that the e-mail is legitimate, be smart and don't
enter your information. Even if you believe the message is valid.
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